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®* A Block

® Blocks are validatec , g cryptographic
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* DISTRIBUTE twork of nodes. By

increasing the number ¢ ork becomes more resilient to attacks
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THE BLOCKCHAIN NETWORK

1

®* Distributed Database

®* On a Peer-to-Peer (P2P) Network

® Every Node stores a copy of the Ledger

® Every Node is on the same hierarchy level

® If consensus of nodes agree on

transaction validity, a transaction is

verified o '
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1\\5 EACH BLOCK CONTAINS:

O ®* A Header and a Body _
The Hash value of the previous block, also ‘ ‘
called parent block (Header)

®* The Nonce, a random number to verify the
hash (Header)

A Timestamp (Header)

A Hash of the Block Data Block2

Transactions / Informations (Body)
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e block itself,
the blc

® SHA-256 commo
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yublishes a new
block

®* New block is added
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\\; PROOF-OF-WORK EXAMPLE

O & *blockchain® + Honce) = Hash Digest astarting with *000000"

SHAZER ("block:
Oxbdd4gZadieess 197 degandabl1ld492307
inot solwed}

fdlb&ba
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\O CODE EXAMPLE - HASHING

>>> print hashlib.shal{hello world').hexdigest()
2oaebe35c94fcthd 1 5dbe95408b9ce91 eeBdbed

import hashlib, json, time

def bhash (timestamp, details, prev_hash):

token = json.dumps{[fimestamp, details, prev_hash])
return hashlib.shal(details).hexdigest()
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\\} CODE EXAMPLE — CREATING BLOCKS

tluss Blockchain{object):
def _init_ (self, details="new-chain');
self blocks = [(time.time(), details, )]
def record(self, details, fimestamp = None):
fimestamp = fimestamp or fime.fime()

prev_hash = self blocks[ —11[2]

new_hash = bhash({timestamp, details, prev_hash)
self.blocks.append((timestamp, details, new_hash})

Source [6]



\\} CODE EXAMPLE — CREATING BLOCKS

»>> be = Blockchain('A found $1°)
S >>> be.record('A gives S1 1o B')
=>> be.record('B gives S1 to (')
>>> be.record{'C gives $1 1o D’)

Then we can print the blocks in the blockchain:

>>> print be.blocks

[(1495941516.704196, ‘A found 517, "),
(1495941516.704201, ‘A gives S1 to B, ‘a75092271..."),
(1495941516.704277, 'B gives S1 to ', "ca911he27..."),
(1495941516.704290, 'C gived S1 10 D', ‘ch462885¢...")]
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CODE EXAMPLE — VERIFY BLOCK

def verity(blockchain):
prev = blockchain.blocks[0]
tor block in blockchain blocks[1:]:

new_hash = bhash{block[0], block[1], prev[2])
if block[2] '= new _hash: return False
nrev = block

return True

>>5 print verify(be)
True
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®* Make the blocl
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o talk to each
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STRENGTHS WEAKNESSES

Cost-efficiency ‘ Less number of software and system vendors
Speedy Access to Medical Data Not much scalable
Autonomous Lack of storage capacity for large amount of
Tamper proof information sharing ] data

OPPORTUNITIES | /=y 4 /. THREATS

Lower Fraud Risk in Medical Supply Chain . Hesitant social adoption of technology
Beneficiaries get more control over the data Non-standardization
Potential for startups and forged partnership Cultural and trust concerns to adopt blockchain
in healthcare for sensitive data
Anonymity of data will help in medicinal Interoperability issues
research
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