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BLOCKCHAIN INTRODUCTION

• Public digital and distributed database solution

• Provides decentralized management of transaction data

• Data sets consists of a chain of data packages (blocks)

• Each block comprises multiple transactions or information’s

• A Blockchain represents a complete ledger of transaction history

• Blocks are validated by the network using cryptographic

Source [1]



KEY CHARACTERISTICS

• LEDGER: Blockchain uses append only ledger which provide full transactional 

history. Old transactions and values are not overwritten (immutable)

• SECURE: Blockchain are cryptographically secure

• DECENTRALIZED: The Ledger is shared and stored among multiple participants 

to provide transparency across the network

• DISTRIBUTED: the blockchain is distributed through a network of nodes. By 

increasing the number of nodes, the network becomes more resilient to attacks

Source [2], [4]



THE BLOCKCHAIN NETWORK

• Distributed Database

• On a Peer-to-Peer (P2P) Network

• Every Node stores a copy of the Ledger

• Every Node is on the same hierarchy level

• If consensus of nodes agree on 

transaction validity, a transaction is 

verified

Source [3]



EACH BLOCK CONTAINS:

• A Header and a Body

• The Hash value of the previous block, also 

called parent block (Header)

• The Nonce, a random number to verify the 

hash (Header)

• A Timestamp (Header)

• A Hash of the Block Data

• Transactions / Informations (Body)

Source [1],[2]



HASH FUNCTION

• Encrypted version of original string

• Hash values are unique

• A change in a block would immediately change the respective hash value

• If the majority of nodes in the network agree by a consensus mechanism on 

the validity of transactions in a block and on the validity of the block itself, 

the block can be added to the chain.

• SHA-256 commonly used 

Source [2]



CONSENSUS MODELS

• Determines which user publishes the next block

• Many possible consensus models

• Generally many publishing nodes compete at the same time

• The winner earns reward in cryptocurrency and/or transaction fees

Source [2]



PROOF-OF-WORK

• Used by BITCOIN BLOCKCHAIN, called Mining

• Task that is difficult to compute but easy to verify

• Time- and resource- consuming

• Rewarded in Cryptocurrency

• First node that completes the task verifies the transactions and publishes a new 

block

• New block is added to the longest chain

Source [2]



PROOF-OF-WORK

• Hash digest of a block be lass than the target value

• Node change nonce to find the right number of leading “0” in the hash

• Hashing the block header many times is computationally intensive

• Difficulty changes by the number of leading zeros

• After solving the task, all other nodes verify the new block by checking the 

computed nonce

Source [2]



PROOF-OF-WORK EXAMPLE

Source [2]



PROOF-OF-STAKE

• Used by Ethereum Blockchain

• Idea: the more stake a user has invested in the system, the more they want the 

system to succeed

• Stake is often the amount of cryptocurrency as investment in the system

• Staked currency cant be spent 

• Likelihood of creating a new block is tied to the ratio of their stake to the 

overall staked cryptocurrency

Source [2]



OTHER CONSENSUS MODELS

• ROUND ROBIN: Nodes take turns in creating blocks

• PROOF-OF-AUTHORITY: Nodes with proven identities stake reputation to 

create a new block

• PROOF-OF-ELAPSED-TIME: Random wait time for publishing nodes

Source [2]



SMART CONTRACTS

• Set of Instructions that are enforced under certain conditions

• Authenticity, conditions and necessities can be observed and approved by 

everyone

• Operates as an autonomous account on the blockchain

• Related transactions cause an activation and update of the contract

• Best known system is Ethereum

Source [4],[5]



CODE EXAMPLE - HASHING

Source [6]



CODE EXAMPLE – CREATING BLOCKS

Source [6]



CODE EXAMPLE – CREATING BLOCKS

Source [6]



CODE EXAMPLE – VERIFY BLOCK

Source [6]



THE BLOCKCHAINS

https://www.blockchain.com/explorer



ATTACK ON 
BLOCKCHAIN

Source [10]



ATTACK ON BLOCKCHAIN

• 51% attack

• DoS attack on miners

• Make the blockchain unusable (Layer-7-DoS)

Source [7]



ATTACK ON BLOCKCHAIN (51% ATTACK)

• Gain at least 51% of the computanional power of the whole network

➢ Always produce the newest block

➢ control the blockchain

Source [7]



ATTACK ON BLOCKCHAIN (DOS ATTACK ON 
MINERS)

• Denial of Service attack

• Overload a network with a lot of requests (use botnet for example)

• Attack big mining farms

➢ Easier to get 51% with less competition

Source [7]



ATTACK ON BLOCKCHAIN (LAYER-7-DOS)

• Overload the network itself with transactions

• Reward higher fees for your transaction than anyone else

• Use up all possible transactions (max. 7 per second)

➢ Noone else can use the blockchain anymore

Source [7]



APPLICATIONS OF BLOCKCHAIN IN HEALTHCARE

• EHRs (Electronic Health Records) are often scattered

➢ Blockchain to maintain EHRs

➢ use metadata to store information

Source [8],[9]



BENEFITS OF BLOCKCHAIN

Decentralized management

• Peer to Peer

• Independently managed stakeholders collaborate

• Ceeding control to central management is not necessary

Source [8]



BENEFITS OF BLOCKCHAIN

Immutable audit trail

• Only create and read functions

• Difficult to change data or records

• Unchangeable ledger to record information

Source [8]



BENEFITS OF BLOCKCHAIN

Data provenance

• Ownership of data can only be changed by owner

• Origins of assests are traceable

• Increasing reusabilty of verified data

Source [8]



BENEFITS OF BLOCKCHAIN

Robustness and availability

• High level of data redundency

• Preservation and continuous availability of records

Source [8]



BENEFITS OF BLOCKCHAIN

Security and privacy

• Private keys as digital signatures

• Ensuring ownership of digital assets

• Higher confidence in security of the record system

Source [8]



BENEFITS OF BLOCKCHAIN

Fraud detection

• Supply chains are vulnerable to fraudulent attacks

• Improved product traceability with blockchain 

Source [9]



CHALLENGES TO OVERCOME

Security and Privacy

• Only pseudonymity

• 51% attacks

• Too much or too little access to data

Source [8],[9]



CHALLENGES TO OVERCOME

Speed and storage

• Max 7 transaction per second (due to block size limit)

• Medical data tends to be big

• Speed of record searching becomes low

Source [8],[9]



CHALLENGES TO OVERCOME

Standardization and Interoperability

• Standards for size, format, data nature

• Safety measures

• Various blockchains from different providers need to be able to talk to each 

other

Source [8],[9]



CHALLENGES TO OVERCOME

Social challenges

• Still new technologie

• Untrusted by many

• Need to convince „traditionalists“

Source [9]



Source [9]
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